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* Trainer @ IT LEARNING SLOVAKIA « Admin experience:
* Windows Server 2003 - 2016

 Day-to-day experience:
» Exchange Server 2010 - 2016
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~ 100 workstations e SQL Server 2005 - 2016
~ 20 servers (MS, Linux) :
. . _ e Office 365 & Azure

* Ext. site admin & IT staff coach @ Chipita ! “u

> 10 000 employees, 18 sites * Linux (Debian, Ubuntu Server, RHEL)
* IT Administrator @ Nalgoo . Zabbix

~ 20 servers (MS, Linux)
Microsoft Microsoft Microsoft Microsoft Nre
CERTIFIED CERTIFIED CERTIFIED CERTIFIED -
Professional Solutions Associate Systems Administrator Trainer A\) |TLEHRn|ﬂG

Windows Server 2012 Windows Server 2003 M S



Preco sme dnes tu?

Prerequisities Zaloha AD DS Obnova zo Co ak DC nahle Vase otazky a
« Replikacia AD DS e Prec¢o? zélohy odide? diskusia
« FSMO roles * Ako? * Ako nie?

« Kedy?  Ako ano?
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1. Prerequisities




Replikacia AD DS

* Proces synchronizacie dat, prinasa data blizsie k uzivatelovi
e SlUzi na zabezpecenie HA (High Availability)
 Replikacia v AD je tzv. multi-master

5 FSMO roli

 Schema Master
Domain Naming Master
Infrastructure Master
PDC Emulator

RID Master
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Schema master

» Jediny DC vo foreste, kt. m6ze zapisovat' do AD Schema
* LDAP://CN=Schema,CN=configuration,DC=<root-domain>

* Zmena Forest Functional Level
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Domain Naming Master

» Jediny DC vo foreste, kt. je zodpovedny za spravu domain namespace
* LDAP://CN=Partitions, CN=Configuration, DC=<root-domain>

* Jediny DC, ktory moze pridavat/odoberat’ doménu
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Infrastructure Master

» Zabezpecuje cross-domain reference
* Napr. uzivatel je clenom skupiny v inej doméne

« Ked zmazeme uzivatela, IM zabezpeci jeho zmazanie zo skupiny v ingj

' Infrastructure master by nemal byt nainstalovany na Global
. Catalog serveri, pokial vSetky DC zaroven nie su aj GC.
Ak je povoleny AD Recycle Bin (FFL >= 2008 R2), kazdé DC si aktualizuje svoje cross-domain

n references, ak objekt presuva, premenovava alebo maze. V takom pripade sa Infrastructure
master vobec nepouziva a je jedno, na ktorom DC sa nachadza.
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RID Master

* Jedny DC v doméne zodpovedny za pridelovanie RID poolov pre

jednotlivée DC v doméne
* SID objektu = jednoznacny identifikator objektu v ramci forestu

* SID objektu = SID domeény + RID
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PDC Emulator

* Velmi dolezity DC, pretoze ho velmi casto vyuzivaju klientske stanice
* Synchronizacia casu
« Zmena hesla

* Account Lockout

Historia: PDC Emulator vykonaval vsetky role primarneho DC v prostredi
Windows NT 4.0 (toto zaniklo s upgradom na Windows 2000)
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PDC Emulator — synchronizacia casu

PDC Emulat
rmulator Ostatné DC v

doméne

=

Ostatné servery a PC
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PDC Emulator — zmena hesla

Ostatné DC

‘ PDC Emulator |’

DC uzivatela
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PDC Emulator — prihlasenie po zmene hesla

@ NewPaSSwoOrd |
‘ o PDC Emulator

DC uzivatela
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2. Zaloha AD DS




CAWindows\NTDS

Sibor e

Ntds.dit
Edb.log
EdbXXXXX.log
Edb.chk

Resl.log
Res2.log

Temp.edb

Databaza AD DS

Transakcny log k databaze (10 MB)

Doplnkové transakéné logy (8 10 MB), iba ak sa zaplni Edb.log
Checkpoint subor pre transakcny log

Ich Ulohou je rezervovat volné miesto na disku pre transakcny log

Docasné ulozisko pre r6zne operacie v AD DS databaze a logu
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Ako nezalohovat?

* Nekopirovat' subory ,zaziva”

Because you could,

* Ani pomocou Volume Shadow Copy it doesn't mean
you should!

* Ani pri vypnutej sluzbe AD DS

* Nepouzivat  exotické zalohovacie nastroje %

* DC je najdolezitejsi server v sieti, tak mu doprajme patricnu Uctu ©
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Ako teda zalohovat™

« Windows Server Backup

 Bezplatny nastroj — sucast Windows Server
» Treba doinstalovat  ako Feature
PS> Install-WindowsFeature Windows-Server-Backup

» System Center Data Protection Manager
* Plateny nastroj

* Azure Backup Server

» Bezplatny nastroj, k dispozicii iba pre Azure uzivatelov
* Vychadza z DPM

* Third-party backup software
* Musi vediet zalohovat System state, resp. byt” Active Directory-aware
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DEMO — Windows Server Backup

* Instalacia
* Typy zaloh

 Konfiguracia jednorazovej vs. planovanej zalohy
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Kedy zalohovat?

» . Vzdy po tom, ako sa v databaze vykona nejaka dolezita zmena”

 V databaze AD sa deju dolezité zmeny prakticky neustale

e Zmena hesla uzivatela
« Zmena hesla pocitaca
« Pridanie / Uprava G¢tu Know your

« MS Exchange tiez pracuje s AD databazou environment!
« A mozno aj iny software...

* RPO — Recovery Point Objective

* RTO — Recovery Time Objective %
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Ktore DC zalohovat?

* Netreba vsetky — databaza na nich je predsa rovnaka (replikacia)

* Je dobré mat’ zalohu

* DC s FSMO rolami

 Global Catalog Server

 Lubovolny writable DC

« Ak pouzivate RODC, tieto netreba zalohovat vobec
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Odporucania

Zalohujte aspon jeden DC

Zalohujte aj po zmene v Exchange Serveri Na DC nemajte iné

) . , v , . ) , I
« Pridanie nového servera, presun uzivatelov, nastavenie Mailbox databaz role, ako AD DS!

Zalohujte pravidelne

« Stara zaloha sa nemusi dat" obnovit!

Majte Disaster Recovery Plan

2

» Proces, ktory definuje, ako sa zalohuju a obnovuju jednotlivé sluzby (nielen AD DS)

Overte si, Ci zaloha funguje — Ci je Citatelna a pouzitelna

» Obnova do iného umiestnenia a skontrolovat subory

Zapnite AD Recycle Bin

* nebudete musiet obnovovat' DC zo zalohy kvoli omylom zmazanému kontu
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PowerShell nas kazdodenny...

Install-WindowsFeature Windows-Server-Backup -
-IncludeAllSubfeature -IncludeManagementTools

$policy = New-WBPolicy

Add-WBSystemState -Policy $policy

$target = New-WBBackupTarget -VolumePath “D:”
Add-WBBackupTarget -Policy $policy -Target $target

Start-WBBackup -Policy $policy
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DEMO - Zaloha DC

* Najprv vygenerujeme nejaké zmeny...
» Zmeny zreplikujeme na ostatné DC

* Jeden DC zazalohujeme
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Prestavka...




3. Obnova zo zalohy




Uvod do obnovy AD DS

» ,Re-create the failed domain controller and populate its copy of Active
Directory through replication from the unaffected domain controllers in your

organization, instead of restoring your data from a backup.”

* ,Neobnovujte zlyhany DC zo zalohy, ale urobte cistu instalaciu a nechajte AD

DS, aby nareplikovalo vsetky potrebné zmeny.”
* Non-authoritative restore

« Authoritative restore

l  Nie je mozné obnovit zalohu starsiu ako tombstonelLifetime &\—“
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Postup obnovy zo zalohy — Non-authoritative

1. Nastartovat' DC v Directory Services Restore Mode (DSRM)
2. Zadat heslo DSRM uctu

3. Spustit’ Windows Server Backup

4. Obnovit’ System state

5. Restartovat' DC do normalnej prevadzky
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DEMO: Reset DSRM Password

1. ntdsutil
2. set dsrm passwonrd

3. reset password on server {null | SERVERNAME}
4. ¢

5. ¢
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Tombstone lifetime

» Cas od zmazania objektu po jeho odstranenie z databazy AD DS

» Aby ostatneé DC mali cas nareplikovat' si info, ze objekt bol zmazany

CN=Directory Service,CN=Windows NT,CN=Services,CN=Configuration,DC=DomainName

« WS2003: 60 days; >=WS2003SP1: 180 days
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Postup obnovy zo zalohy — Authoritative

1. Nastartovat DC v Directory Services Restore Mode (DSRM)

2. Zadat heslo DSRM uctu

3. Spustit Windows Server Backup

4. Obnovit’ System state

5. Oznacit’ objekty, na ktorych sa ma vykonat authoritative restore
6. Restartovat DC do normalnej prevadzky

/. Spustit’ LDIFDE
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4. Co ak DC odide?




Scenar

« Zhorel hardware, bol zmazany disk, niekto skusal a doskusal, ...
* Predpokladame, ze takto odideny DC nebudeme obnovovat zo zalohy
» Metadata o starom DC musime z domény zmazat’

* Predpoklad: V doméne je aspon jeden funkcny writable DC

Nikdy nemazte DC tak, ze ho
iba sformatujete!
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 Odstranit' konto DC v doméne
* FSMO roles

* Replikacia

» Metadata

» Konfiguraciu klientov (PC & ostatné servery)
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Odstranenie konta DC

» Active Directory Users and Computers

* OU Domain Controllers

« Zmazat konto DC — pozor, zmazat spravne konto ©
e Potvrdit, ze ho naozaj chceme zmazat

* Potvrdit, ze ho naozaj chceme zmazat’

« Ak DC mal FSMO role, bude mozné ich presunut na iny DC (seize)
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Oprava replikacie

* Active Directory Sites and Services
* VVybrat' Site, v ktorej bol DC

« Rozkliknut Servers a zmazat spravny server
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Odstranenie metadat

ntdsutil

metadata cleanup

remove selected server NAZOVDC
Yes

quit

quit
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Konfiguracia klientov

« DHCP konfiguracia (DNS Server)
e Statické DNS

e Clear DNS Client Cache

ipconfig /flushdns
e Efektivnejsie je restartovat’ PC

N‘D I LEARIING

v SLOURRIA






Kurzy v IT LEARNING SLOVAKIA

« www.itlearning.sk

* Microsoft Windows Server 2012/2016 - Active Directory zakladny kurz
* 18.-20.10. 2017

« Microsoft Windows Server 2012/2016 - Active Directory pokrocily kurz a cloud computing
« 25.-27.10.2017

« MOC 20742 — Windows Server 2016 - sprava uctov Active Directory, Group Policy, ADFS, ADCS, ADRMS

« od 04.12.2017
* Microsoft Official Course (5 dni)
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Da kUj e m Za Mgr. Michal Dobsovic

dobsovic@itlearning.sk
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